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Your ChallengeYour Challenge

• Convey and demonstrate good Internet 
safety practices to your children.

• Strike a balance between privacy and 
supervision with your child(ren).

• Learn your way around your computer.
– Ask your child,
– Take a class,
– or find someone who can show you.



12 Rules for On12 Rules for On--Line Internet Line Internet 
SafetySafety



OnOn--line Safety for Childrenline Safety for Children
Rule 1Rule 1

• Do not make the mistake of using the 
computer as a babysitter.



OnOn--line Safety for Childrenline Safety for Children
Rule 2Rule 2

• Never allow children (including teenagers) 
to have unsupervised access to the Internet.
– Keep the computer in a public area of the home, 

never in a child’s bedroom.
– Make it a habit to periodically, and without 

warning, observe what they are doing on the 
Internet.



OnOn--line Safety for Childrenline Safety for Children
Rule 3Rule 3

• Use the Internet as a group or family 
activity in which all members of the 
household can participate.



OnOn--line Safety for Childrenline Safety for Children
Rule 4Rule 4

• Learn the services provided by your Internet 
Service Provider (ISP) or On-Line Service, 
so that you know how it works.
– Determine whether the system allows you to 

block your child from accessing certain areas, 
such as chat rooms and newsgroups, and take 
advantage of those types of services. 



OnOn--line Safety for Childrenline Safety for Children
Rule 5Rule 5

• Instruct children that whenever they 
communicate on-line, they should NEVER 
give out identifying information.
– i.e. phone numbers, addresses, last names, 

social security numbers, or names of the 
schools they attend.



OnOn--line Safety for Childrenline Safety for Children
Rule 6Rule 6

• Remind children that whatever they are told 
on-line may or may not be true.
– A person who states that she is a 12 year old 

girl may, in fact, be a 50 year old man.



OnOn--line Safety for Childrenline Safety for Children
Rule 7Rule 7

• Never respond to messages or bulletin 
board postings that are suggestive, obscene, 
belligerent, or harassing.



OnOn--line Safety for Childrenline Safety for Children
Rule 8Rule 8

• Children should never upload pictures of 
themselves to people that they do not 
personally know.
– They could be sending it to a predator.
– It could be “recycled” or posted on the web.



OnOn--line Safety for Childrenline Safety for Children
Rule 9Rule 9

• Instruct your child never to arrange a face to 
face meeting with someone they have met 
on the Internet.



OnOn--line Safety for Childrenline Safety for Children
Rule 10Rule 10

• Children should never download pictures 
from an unknown source as there is a good 
chance that it is pornography.



OnOn--line Safety for Childrenline Safety for Children
Rule 11Rule 11

• Monitor the times of day that a child 
accesses the Internet or on-line service, and 
the duration of his or her on-line session.
– Excessive time on-line, especially during the 

evening or late night hours, may be indicative 
of a problem.



OnOn--line Safety for Childrenline Safety for Children
Rule 12Rule 12

• If you become suspicious that your child is 
misusing the computer, discuss your 
concerns with the child. 
– If warranted, consider examining the computer 

for inappropriate material.



Internet Parenting 101Internet Parenting 101

(or, what you have to know to be half as 
smart as your Internet generation child)

Do you know .gif?



What we will cover: What we will cover: 

• Windows 95/98 using Internet Explorer
– The Basics
– Hard Drive
– Start Menu and Desktop
– Internet Explorer

• Chat and Messengers



Warning!Warning!

• This is not a complete list for all sources of 
information on your computer.

• If you do not fully understand what you are 
doing in the sub-directories or areas we are 
referring to:
– Do Not Delete, Rename, Or Change Any File 

Or Setting On Your Computer!



The BasicsThe Basics

• Always use virus scanning software!
• Be careful of unknown file types, especially 

“executable” and “script” program files:
– .exe, .vbs, .js, etc.

• No matter what you find, don’t delete any 
files or jump to any conclusions.
– There may be a simple explanation for what 

you find but, if not, your computer may be the 
only evidence of the suspect’s crime.



The BasicsThe Basics

• Browser
– Software used to navigate the Internet (WWW)

• Microsoft “Internet Explorer”
• Netscape “Navigator”
• Others

• Operating System
– Windows, Macintosh, Linux, etc.

• Clicking the Mouse
– Single, double, right, what?



Your Hard DriveYour Hard Drive

• Program files
• Temporary files
• Cookies



ScreencapScreencap of Desktopof Desktop
Double Click the “My Computer” icon



ScreencapScreencap My ComputerMy Computer

Double Click “Drive_c C:”



ScreencapScreencap of Program Filesof Program Files

Double Click “Program Files”



ScreencapScreencap of Program Files of Program Files 
FoldersFolders

Is there anything Is there anything 
unusual here?unusual here?



ScreencapScreencap of Windows Temp of Windows Temp 
FilesFilesLocate the 

c:\windows\temp 
directory

Is there anything Is there anything 
unusual here?unusual here?



CookiesCookies
• What are they?

– Information stored on your computer by web 
sites to later identify you to the website

Is there anything Is there anything 
unusual here?unusual here?

Files, Dates, TimesFiles, Dates, Times



““Explore”Explore”

Right Click the “My Computer” 
icon, then click Explore



““Exploring”Exploring”



Your Start Menu and DesktopYour Start Menu and Desktop

• Start Menu Programs
• Start Menu Documents
• Cookies



ScreencapScreencap of Start Menu of Start Menu 
ProgramsPrograms

Click the “Start” button, then “Programs”

Is there anything Is there anything 
unusual here?unusual here?



ScreencapScreencap of Documents Menuof Documents Menu

Click the “Start” button, then “Documents”

Is there anything Is there anything 
unusual here?unusual here?



System TraySystem Tray

Is there anything Is there anything 
unusual here?unusual here?



Internet ExplorerInternet Explorer

• History
• Favorites
• Plug-ins



ScreencapScreencap of Internet Explorer of Internet Explorer 
HistoryHistory1

2



ScreencapScreencap of Internet Explorer of Internet Explorer 
FavoritesFavorites2
1



ScreencapScreencap of Internet Explorer of Internet Explorer 
Favorites (alternate)Favorites (alternate)2

1



ScreencapScreencap of Internet Explorer of Internet Explorer 
Messenger PlugMessenger Plug--inin

1



Remember!Remember!

• Suspicious web sites and files are not the 
only indicators of possible abuses.

• A completely empty history file or 
documents menu may also be an indication 
if the child has the skill to delete these items 
or has been told by a suspect how to do so.



Setting Internet Explorer Setting Internet Explorer 
PropertiesProperties

Right Click the “Internet Explorer” 
icon, then click “Properties”



Setting Internet Explorer Setting Internet Explorer 
PropertiesProperties

Be certain “History” is set for 
at least 20 days



Setting Internet Explorer Setting Internet Explorer 
PropertiesProperties

Click the “Content” tab, 
then click “Enable”



Setting Internet Explorer Setting Internet Explorer 
PropertiesProperties

Adjust settings for Language, Nudity, 
Sex, and Violence then click “General”



Setting Internet Explorer Setting Internet Explorer 
PropertiesProperties

Click “Change Password” and 
follow instructions to create

Click “OK” to accept settings

Be certain this is checked

Click here to add or modify rating 
systems used to rate sites (optional)



A Word About RatingsA Word About Ratings

• This function gives you the option of 
controlling access to WWW pages which 
contain ratings on:

• Language
• Nudity
• Sex
• Violence

– Ratings are encouraged by the Internet Content Rating 
Association http://www.icra.org

– Because the ratings are voluntary, not all web pages 
contain ratings.



Other Windows Operating Other Windows Operating 
Systems and MacintoshSystems and Macintosh

• Similar features to Windows 95/98
– Use same browsers as other Windows 

computers
• Microsoft Internet Explorer
• Netscape Navigator

• It may look different, but the tools are there 
to be found
– Remember:  ask someone or take a class 



Problems with Messengers/ChatProblems with Messengers/Chat

• All are free services available for 
downloading and requiring no payment.

• Third party content monitoring programs 
usually have no real effect since these are 
stand-alone programs.

• Log programs must be downloaded and/or 
turned on by the user to record dialog of the 
chat between users.



Problems with Messengers/ChatProblems with Messengers/Chat

• Downloaded files are in obscure directories.
– Search using Start|Find|Files or Folders… and 

using the following keywords:
• *.jpg, *.gif, *.rm *.mpg, *.avi, *.mp3

• Most support web-to-web voice chat or 
web-to-phone phone calls.
– Long distance calls are free.
– No records for parents or investigators to find.



Signs that your child is at risk:Signs that your child is at risk:

• Child spends large amounts of time on-line.
• You find pornography of any kind on your 

child’s computer.
• Your child receives phone calls, presents or 

packages from people you don’t know.
• Your child turns the monitor off or switches 

screens when you enter the room.
• Your child is withdrawn from the family.
• Your child is using someone else’s account.



What to do:What to do:

• Talk openly with your child regarding 
dangers.

• Review what is on the computer.
• Consider the use of Caller ID.
• Monitor child’s on-line sessions.
• Use ISP parental controls and safeguards.
• But don’t rely on software or the ISP to 

protect your children.



What to Report:What to Report:

• Should any of the following events occur, 
contact the police, the FBI, or the NCMEC:
– Anyone in your house receives child 

pornography.
– Your child has been sexually solicited.
– Your child has received sexually explicit 

images.
• While waiting, don’t delete anything from your 

hard drive or any storage media, especially e-mail 
and files from the person you suspect.



Who can you call?Who can you call?

• Your Internet Service Provider
• State and Local Police
• National Center for Missing and Exploited 

Children
– http://www.missingkids.com
– 1-800-THE-LOST

• Local FBI office



National Center for Missing and National Center for Missing and 
Exploited ChildrenExploited Children

1-800-THE-LOST

1-800-843-5678



Other ConcernsOther Concerns

• Internet Fraud
– Internet Fraud Complaint Center  

www.ifccfbi.gov
• Computer Intrusion (hacking)

– National Infrastructure Protection Center
• Copyright Violations

– White Collar Crime Squad
• Hate Crimes and Violence

– Domestic Terrorism Squad
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