
General Internet Safety Tips 
 

• Clear, simple, easy-to-read house rules should be posted on or near the 
monitor. 

 
• Look into safeguarding programs or options your online service provider 

might offer; these may include monitoring or filtering capabilities. 
 

• Always read a website's privacy policy before giving any personal 
information.  Also make sure that a website offers a secure connection 
before giving credit card information. 

 
• Websites for children are not permitted to request personal information 

without parental permission.  Talk to children about what personal 
information is and why you should never give it to people online. 

 
• If children use chat or e-mail, talk to them about never meeting in person 

with anyone they first "met" online. 
 

• Talk to children about not responding to offensive or dangerous e-mail, 
chat, or other communications.  Report any such communication to local 
law enforcement.  Do not delete the offensive or dangerous e-mail; turn off 
the monitor, and contact local law enforcement. 

 
• Keep the computer in the family room or another open area of your home.  

 
• Let children show you what they can do online and visit their favorite sites. 
 
• Have children use child-friendly search engines when completing 

homework. 
 
• Know who children are exchanging e-mail with and only let them use chat 

areas when you can supervise. 
 

• Be aware of any other computers your child may be using. 
 

• Internet accounts should be in the parent's name with parents having the 
primary screen name, controlling passwords, and using blocking and/or 
filtering devices. 

 
• Children should not complete a profile for a service provider and children's 

screen names should be non-descript so as not to identify that the user is 
a child. 

 



• Talk to children about what to do if they see something that makes them 
feel scared, uncomfortable, or confused.  Show them how to turn off the 
monitor and emphasize that it's not their fault if they see something 
upsetting.  Remind children to tell a trusted adult if they see something 
that bothers them online. 

 
• Consider using filtering or monitoring software for your computer.  Filtering 

products that use white listing which only allows a child access to a pre-
approved list of sites are recommended for children in this age group. 

 
• If you suspect online "stalking" or sexual exploitation of a child, report it to 

your local law enforcement agency.  The National Center for Missing & 
Exploited Children (NCMEC) has a system for identifying online predators 
and child pornographers and contributing to law enforcement 
investigations.  It's called the CyberTipline at www.cybertipline.com.  
Leads forwarded to the site will be acknowledged and shared with the 
appropriate law enforcement agency for investigation. 

http://www.cybertipline.com/


Social Networking Safety Tips for Teens 
Be your own person.  Don't let friends or strangers pressure you to be someone 
you aren't.  And know your limits.  You may be Net-savvy, but people and 
relationships change, and unexpected stuff can happen on the Internet.  

Be nice online.  Or at least treat people the way you’d want to be treated. 
People who are nasty and aggressive online are at greater risk of being bullied or 
harassed themselves.  It's a vicious cycle you really don't want to get into.  

Think about what you post.  Sharing provocative photos or intimate details 
online, even in private e-mails, can cause you problems later on.  Even people 
you consider friends can use this information against you, especially if they 
become ex-friends.  

Read between the "lines."  It may be fun to check out new people for friendship 
or romance, but be aware that, while some people are nice, others act nice 
because they're trying to get something.  Flattering or supportive messages may 
be more about manipulation than friendship or romance.  

Don't talk about sex with strangers.  Be cautious when communicating with 
people you don't know personally, especially if the conversation starts to be 
about sex or physical details.  Don't lead them on – you don’t want to be the 
target of a predator's grooming.  If they persist, call your local police or contact 
CyberTipline at www.cybertipline.com.  

Avoid in-person meetings.  The only way someone can physically harm you is 
if you're both in the same location; so – to be 100% safe – don't meet them in 
person.  If you really have to get together with someone you "met" online, don't 
go alone.  Have the meeting in a public place, tell a parent or some other solid 
backup, and bring some friends along.  

Be smart when using a cell phone.  All the same tips apply with phones as with 
computers.  Except phones are with you wherever you are, often away from 
home and your usual support systems.  Be careful who you give your number to 
and how you use GPS and other technologies that can pinpoint your physical 
location. 

http://www.cybertipline.com/


Social Networking Safety Tips for Parents 
Be reasonable and try to set reasonable expectations.  Pulling the plug on 
your child’s favorite social site is like pulling the plug on his or her social life. 
Instead of being protective, it can shut down communication and send kids 
"underground" where they're more at risk.  It's too easy for them to set up free 
blogs and profiles from anywhere, including friends' houses or even a cell phone.  

Talk with your kids about how they use the services.  They are the ones to 
consult about their social-Web experience, not news reports or even experts. 
Help them understand basic safety guidelines, such as protecting their privacy 
(including passwords), not harassing peers, never talking about sex with people 
they don't know, avoiding in-person meetings with people they "meet" online, and 
taking care in what they post – because anything people put online can be 
grabbed, reworked, and used against them. 

Support critical thinking and civil behavior.  No laws or parental-control 
software can protect better than a child's developing good sense about safety 
and relationships.  Research shows that kids who are aggressive and mean 
online toward peers or strangers are at greater risk of becoming victims 
themselves.  So teach them to be good citizens and friends online as much as 
offline.  

Consider requiring Internet use in a high-traffic place in your home.  By 
keeping it out of your kids' rooms, it will help you stay aware of their online time.  
This way, you can encourage a balance between online time and their offline 
academic, sports, and social times.  Know that there are also many ways kids 
can access the Internet away from home, including on many mobile phones and 
game players.  

Try to get your kids to share their profiles and blogs with you.  But be aware 
that they can have multiple accounts on multiple services.  Use search engines 
and search tools on social-networking sites to search for your kids' full names, 
phone numbers and other identifying information.  You're not invading their 
privacy if they're putting personal info in public "places" online.  If their pages are 
private, that's a good thing, but it's even better if they share it with you. 



Useful Internet Sites 
 
The following are examples of useful sites for information, software for monitoring 
online activity and search engines to help parents and children have a safe 
Internet experience. These websites and software programs are examples only, 
and are to be viewed and researched by the parents who must determine what 
fits their beliefs and needs. 
 
Michigan Attorney General - Michigan Attorney General website that lists 
Safety tips and 25 sites for various family type of interest. 

I-Safe - Information for educators, law enforcement and parents for Internet 
safety and training. 

Netsmartz - This site provides resources for both parents and children for 
Internet safety. It has an interview with an actual victim who met with a person 
that she met online and provides information useful to educate parents and 
children. 

FBI A Parent's Guide to Internet Safety - FBI parents guide to Internet safety. 

Get Net Wise - This site provides resources for and Online Safety Guide, 
Internet safety products such as filters to block explicit or violent content; limit 
time on the Internet or that will monitor child’s activities on the Internet, 
educational and entertaining websites for children and families and places to 
report trouble encountered while on the Internet. 

Safe Surfin - This site provides Internet safe tips for parents and children. It also 
provides an “Internet Driver’s License” test for children. 

National Center for Missing & Exploited Children - Provides information on 
keeping children safe, resources for parents, missing children information and 
photographs. Several of the information publications providing the information is 
downloads and require Adobe Acrobat viewer, which is a free download from 
www.adobe.com. 

The American Library Association Great Websites for Children - Provides 
various websites for children and parents concerned about children. 

Safe Kids - Provides child safety on the Internet, parents guidelines, and other 
related information. 

Tucows Software Portal - This site lets you search for software of various types 
that include monitoring software, keystroke monitoring and other parental needs. 
Type in the type of software that you want and a list will be provided. 

 

 

http://www.michigan.gov/ag/0,1607,7-164-17334_17364-43082--,00.html
http://isafe.org/
http://www.netsmartz.org/flash/index.html
http://www.fbi.gov/publications/pguide/pguidee.htm
http://www.getnetwise.org/
http://www.safesurfincentral.com/
http://www.missingkids.com/missingkids/servlet/PageServlet?LanguageCountry=en_US&PageId=713
http://www.adobe.com/
http://www.ala.org/gwstemplate.cfm?section=greatwebsites&template=/cfapps/gws/default.cfm
http://www.safekids.com/
http://www.tucows.com/


 

Kid Friendly Search Engines 

 

 

 

 
 

 
 

 

http://www.askforkids.com
http://kids.yahoo.com


 

Chat Rooms 
 

COMMONLY USED CHAT ROOM AND E-MAIL ACRONYMS 

Most chat rooms have a no-profanity rule and some rooms have foul-language filters that screen out 
inappropriate language.  Likewise, many parents who have access to their children’s e-mail accounts 
will not permit certain language use by their children. 

For these obvious reasons, and many others, some chat room users and e-mailers use a coded 
language that is based on acronyms.  This is a rapidly developing language and complete literacy is 
very difficult.  The Exploited Child Unit of the National Center for Missing and Exploited Children has 
compiled a list of the most commonly used acronyms.  This list will be updated regularly and often. 

ACRONYM MEANING ACRONYM MEANING ACRONYM MEANING       

ADR Address JK Just Kidding AFAIK As Far As I Know 

JT Just Teasing AFK Away From Key 
Board KOTC Kiss On The 

Cheek 

AKA Also Known As KOTL Kiss On The Lips     

ALOL Actually Laughing 
Out Loud 18R Later AML All My Love  

LOL Laughing Out Loud ASAP As Soon As 
Possible LU OR ILY I Love You 

ASL Age/Sex/Location LMAO Laughing My A** 
Off ASLMH Age/Sex/Location/

Music/Hobbies 

LOLA Laughing Out Loud 
Again ATM At The Moment LOOL 

Laughing 
Outrageously Out 
Loud 

AWOL Absent Without 
Leave LWR Launch When 

Ready BAK Back At Keyboard 

LYLAS(B) Love You Like A 
Sister(Brother) BBFN Bye Bye For Now MSG Message 



ACRONYM MEANING ACRONYM MEANING  ACRONYM MEANING  

BBL Be Back Later MHO In My Humble 
Opinion BBS Be Back Soon 

MNSHO In My Not So 
Humble Opinion BFN Bye For Now NFW No Feasible Way 

(No F***ing way) 

BKA Better Known As N1 Nice One BRB Be Right Back 

NDA Non-Disclosure 
Agreement BRT Be Right There NM Never Mind 

BTW By The Way NP No Problem BBIAB Be Back In A Bit 

OIC Oh, I See BBEG Big Evil Grin  OK Okay 

BFD Big F***ing Deal OTOH On The Other 
Hand BG Big Grin 

OMG Oh My God CUL See You Later  OOI Out Of Interest 

CYO See You Online OTOH On The Other 
Hand CY Calm Yourself  

OUSU Oh, You Shut Up CYA See You PANS Pretty Awesome 
New Stuff 

DL Download PDA Public Display Of 
Affection DYST Did You See That 

PLS Please EG Evil Grin PM Personal Message

EMFBI Excuse Me For 
Butting In PPL People EL Evil Laugh 

PMFJIB Pardon Me For 
Jumping In But.... F2F Face 2 Face POTS Plain Old 

Telephone Service

FAWC For Anyone Who 
Cares QL Quit Laughing FTF Face To Face 



ACRONYM MEANING ACRONYM MEANING  ACRONYM MEANING  

QS Quit Scrolling FWIW For What Its Worth QT Cutie 

FYA For Your 
Amusement RBAY Right Back At Ya FYI For Your 

Information 

ROTFL Rolling On The 
Floor Laughing FLA Four Letter 

Acronym ROTFLMAO 
Rolling On The 
Floor Laughing My 
A** Off 

FOMCL Falling Off My 
Chair Laughing ROTFLBO 

Rolling On The 
Floor Laughing My 
Butt Off 

FUBAR F***ed Up Beyond 
All Recognition 

RTFM Read The F***ing 
Manual FUD Fear,Uncertainty 

and Doubt SEG Sh** Eating Grin 

GALGAL Give a Little Get a 
Little SED Said Enough 

Darling GBH Great Big Hug 

SFETE Smiling From Ear 
to Ear GG Good Game SMAIM Send Me An 

Instant Message 

GGN Gotta Go Now SOMY Sick Of Me Yet GL Good Luck 

SNAFU Situation Normal, 
All F***ed Up GMTA Great Minds Think 

Alike TFDS That’s For Darn 
(Damn) Sure 

GR8 Great TIA Thanks In Advance G Grin 

TNC OR TIC Tongue In Cheek GA Go Ahead TTFN Ta-Ta For Now 

GOL Giggling Out Loud TTYL Talk To You Later HIH Hope It Helps 

VBG Very Big Grin HILIACACLO 
Help I Lapsed Into 
A Coma And Can’t 
Log Off 

VBSEG Very Big Sh** 
Eating Grin 

HTH Hope This Helps W/ With IAE In Any Event 

W/O Without IAT I Am Tired WAD Without A Doubt 



ACRONYM MEANING ACRONYM MEANING  ACRONYM MEANING  

IC I See WB Welcome Back     

ICBW I Could Be Wrong WBS Write Back Soon IDK I Don’t Know  

WEG Wicked Evil Grin IGTP I Get The Point WTG Way To Go 

IHNO I Have No Opinion WTH What The Heck 
(Hell) IIR If I Recall 

WYWH Wish You Were 
Here IM Instant Message WT? What, Who, The ? 

IMAO In My Arrogant 
Opinion WTFRU What The F***! Are 

You! IMHO In My Humble 
Opinion 

XM Excuse Me IMO In My Opinion XME EXCUSE Me 

IOW In Other Words XO Hugs, Kisses IRL In Real Life 

YGBSM You Got To Be 
Sh**ting Me! IANAL I Am Not A Lawyer 

(but) Y Why 

IIRC 
If I 
Recall/Remember/
Recollect Correctly 

YW Your Welcome IPN I’m Posting Naked

ZZZ Sleeping, Bored, 
Tired JIC Just In Case     

 

 

 

 

 



EMOTIONAL AND SYMBOLIC ACRONYMS 

ACRONYM  MEANING  ACRONYM  MEANING  ACRONYM MEANING  

:-|  Ambivalent  \~/  Full Glass  o:)  Angelic  

\_/  Glass (drink)  >:-(  Angry  ^5  High Five  

|-I  Asleep  (((((name))))) Hug (cyber hug)  (::O::)  Bandaide  

(( ))**  Hugs and Kisses  :-{}  Blowing a Kiss  :-I  Indifferent  

\-o  Bored  :- #  Lips are Sealed  :-c  Bummed Out  

:~ / Mixed Up  |C|  Can of Coke  :- O  Mouth Open 
(Surprised)  

|P|  Can of Pepsi  (_) Mug (coffee, beer)  :( )  Can’t Stop Talking 

@[_]~~  Mug of HOT 
Coffee or Tea  :*)  Clowning  ****  Popcorn  

:’ Crying  &&&&  Pretzels  :’-)  Crying With Joy  

A–)–)(--  Rose  :’-(  Crying Sadly :-@  Screaming  

:-9  Delicious, Yummy  :O  Shocked  :->  Devilish  

:)  Smile  ;->  Devilish Wink  ^  Thumbs Up  

:P Disgusted (stinking 
out tongue) :-& Tongue Tied  :*)  Drunk 

:-\  Undecided  :-6  Exhausted, Wiped 
Out  ;)  Wink  

:(  Frown  |-O Yawning      
 

 
 
 
 
 
 
 



Filtering & Blocking Software 
 

Cyber Sentential – Provides monitoring of online activities and has a feature that 
allows an e-mail to be sent to a specified e-mail address in the event of a violation. 

Bess – K-12 curriculum tool for protecting children online at school. 

Cyber Patrol – Reports to provide customization of filtering, limiting the amount of 
time online and preventing the revealing of personal information. 

Net Nanny – Reports to provide customization of filtering, limiting the amount of 
time online, block of Chat Rooms, and other features. 

Cyber Snoop – Keeps track of Internet activities, captures the full text of chats and 
messages, offers unlimited security profiles for multiple Internet users, provides 
time controls. 

Cyber Sitter – Monitoring software that reports several features to include filtering, 
blocking of chats and websites, mail, and other security features. 

 
Identity Theft 

 
The following web sites will help with information on identity theft. 

The Privacy Rights Clearinghouse is a nonprofit consumer education, research, 
and advocacy program. The site reports to assist in providing information so that 
you can take action to control your personal information by providing helpful tips on 
privacy control. 

The ID Theft Center - A nationwide nonprofit organization dedicated to developing 
and implementing a comprehensive program against identity theft —by supporting 
victims, broadening public awareness, disseminating information about this crime 
and decreasing the potential victim population. 

Online Fraud - This site provides information for general Internet Fraud Tips to 
include Online escrow accounts, computers, software, credit card protection, 
charity scams, among other online fraud safety tips. This site also includes tips for 
Telemarketing scams, Elder Fraud and scams against Businesses.  

 
 

http://www.securitysoft.com/
http://www.n2h2.com/products/bess_home.php
http://www.cyberpatrol.com/
http://www.netnanny.com/
http://www.cyber-snoop.com/index.html
http://www.cybersitter.com/
http://privacyrights.org/
http://idtheftcenter.org/index.shtml
http://www.fraud.org/internet/inttip/inttip.htm


Anti-Virus & Firewall 
 

Antivirus protection is very important to have on your computer. There are several 
brands on the market. This is also true for Firewall software programs (software 
that assists in trying to prevent someone from “hacking” into you computer).  

The important thing is to make sure that you “update” your virus and Firewall 
protection on a regular basis. Each time you sign onto the Internet is the best 
practice. Several Anti Virus and Firewall protection software programs are available 
and can also be researched on the Internet. 
 
Two of the major names are Norton and McAfee. Both products offer virus 
protection packages as well as parental control software and personal firewalls. 
Both of these sites also offer a look up feature for checking to see if a certain virus, 
worm or Trojan name that you received in an email or by word of mouth is an 
actual threat to your computer.  

These sites also offer a free check of your computer to make sure it is not infected 
or vulnerable to a threat. 

   

 

http://www.symantec.com/�
http://www.mcafee.com/�
http://www.norton.com/
http://www.mcafee.com/
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